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Abstract: In recent years, the digital evolution of Artificial Intelligence (Al) and Machine Learning (ML) has
created a fundamental analytical framework to support technological innovation activities in various industry sectors.
The paper presents a review on the integration of AI and ML concepts in monitoring and diagnostic systems in ICT-
based infrastructures. A classification of the models, methods, algorithms and phases of different types of Machine
Learning tools is made. Approaches for extracting of informative features when processing objects and processes
using Artificial Intelligence technology are synthesized. A categorization of intelligent tools for analyzing the state of
network traffic and performance indices of the transmission medium in communications was compiled. The review
covers three analytical aspects in raw data manipulation procedures, respectively clustering, classification and
predictive analysis.

Keywords: Transmission Medium, Network Traffic Monitoring, Artificial Intelligence, Machine Learning,
Deep Learning.

BBBEJEHUE

KonmermnusTa 3a TEXHOJIOTHYHO pa3BUTHE HA CHBPEMEHHHUS CBSIT, TIOAOOHO HA apUTMETHYHA
nporpecusi, € cuiaHo O6a3upana Ha Artificial Intelligence (Al). Al HaBnu3a Bce moBeue BbB BCUUKHU
TEXHUUYECKH cepyd Ha YOBEIIKOTO eXelHeBHe, Ou3Heca, WKOHOMHKaTa, MH(GOPMAlMOHHUTE
TEXHOJIOTUH U OCHOBHH c(epu Ha npomunieHocTTa. Machine Learning (ML) ce nedunupa karo
Al mopob6mact, KbAeTO ca KOMOMHHUpaHM HWH(GOPMALMOHHM KI'BCTEPU U CIEHUATH3UPAHU
ITOPUTMHU 32 IIPOBEXK/IaHEe Ha 00yUYeHUE BbB Bpbh3Ka C IPOrHO3MPaHE WK n3paboTBaHe Ha HA0OpU
3a MHOTOBapHaHTeH n300p Ha peuienue. [Ipu ML Hama HeoOxonuMocT oT KOHKpeTHHU “‘explicitly
programming” npoueaypu (Blanck, S., 2021), (Tiwari, T., 2018). Ananutuunure Deep Learning
uHctpymentu uin Deep Neural Networks (DNNs) ce pasrnexnar kato yact or ML meronure,
IpU KOUTO MOHATHETO “deep” ce 0OBBp3Ba C ,,ABIOOUMHATA HA CJIOEBETE HA HEBPOHHUTE MPEKHU
WM CHBKYIMHOCTTa OT HW3YUCIUTENHH €IuHulM B cTpykTypHute Multiple Hidden Layers*
(Alafi, B., 2019), (Korchi, A., Massaoudi, F., & Oughdir, L., 2019). U3BecTHU ca yeTupu O0a3ucHU
tiunma Ha oOydenue — “Supervised Learning”, “Unsupervised Learning”, “Semi-Supervised
Learning” u “Reinforcement Learning”, Ha BCEKH, OT KOUTO C€ MPHUYMCIABA KOMIUIEKC OT
aHaTUTHIHU MeTtoau U anroputvu (Dwur. 1) (Faouzi, J., & Colliot, O., 2022), (Sarker, 1., 2021),
(Yang, X., Song, Z., King, L., & Xu, Z., 2022), (Sahu, S., Mokhade, A., & Bokde, G., 2023).

! The paper was presented on 24 October 2025 in section “Communication and Computer Technologies” with
original title in Bulgarian: AHAJIMNTUYHNU MHCTPYMEHTH 3A JIUATHOCTUKA HA MPEXXOBUS TPADOUK
B KOMYHUKAIIUUTE
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Supervised Learning:

Linear Discriminant Analysis (LDA), Quadratic Discriminant Analysis, Tree-based Models
(Decision Tree, Random Forest, Extremely Randomized Trees).

Unsupervised Learning:

Clustering: k-Mcans, Gaussian Mixture Model.

Dimensionality Reduction: Principal Component Analysis (PCA), Linear Discriminant
Analysis (LDA), Kernel Principal Component Analysis.

Semi-Supervised Learning:

Classification.

Clustering.

Regression.

Deep Semi-Supervised Learning:

Generative Methods, Consistency Regularization Methods; Graph-based methods,
Pseudo-labeling Methods, Hybrid Methods.

Reinforcement Learning“ (Markov Decision Process (MDP):

Minimax-Q Learning Algorithm, Nash-Q Learning Algorithm, Friend-or-Foe Q-Learning (FFQ)
Algorithm, rQ-Learning Algorithm, Fictitious Play Algorithm, Multi-Agent SARSA Learning
Algorithm, Policy Hill Climbing (PHC) Algorithm.

@ur. 1. Knacuduxanus nHa Machine Learning MeTou 1 anropurmMu

B noxnazia e mpoBeseHa peTpoCTeKIns Ha OCHOBHUTE KOMIIOHEHTH, (ha3i 1 HHCTPYMEHTH B
ocHoBara Ha Artificial Intelligence, Machine Learning u Deep Learning, npuioxxumu B
CHBPEMEHHNTE KOMYHHKAI[MH TPH MapaMeTpH3alus Ha MPEHOCHATa Cpeda M IPOLEAYpH IO
MOHHUTOPHUHT Ha MPEXOBHUS TpauK.

N3J0KEHUE

NHcTpyMeHTH 32 M3BJIMYaHe HA KOMILIEKC OT celu(UYHN XAPAKTEPUCTHKH MPH
00padoTKa HA MACHBH OT JIAHHHU

HOI[60p’bT U OprujiaraneTo Ha NOAXOAAIIHN MOAX0AU 3a U3BJIMYAHC HA XaPaAKTCPHUCTUKU WA
“Feature Extraction Techniques” npu 00paboTka Ha 11eJIeBH OOEKTH KaTO €Ha OT )KH3HEHUTE (a3u
B Al u ML 3amaunre 3a xinacupuKkamus, KITbCTEPU3AIHsI U MPOTHO3EH aHAIN3 Ca CHIIECTBEHH 32
MIOCTUTAaHETO Ha JoOpa TeXHUUYECKa paMKa ¢ BUcoka eekTuBHOCT. HanpaBeHa e cucremaTu3anus
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Ha HJIKOMW OT Hal-4eCTO M3IOJI3BaHUTE MHCTPYMEHTH B TOBA HAIpaBlIcHUE, IMOKa3aHa Ha dwr. 2
(Suhaidi, M., Kadir,R.,, & Tiun,S., 2021), (Nurunnabi, A., Teferle, F., Laefer, D.,
Lindenbergh, R., & Hunegnaw, A., 2022), (Sweietlicka, I., Kuniszyk-Jozkowiak, W., &
Swietlicki, M., 2022).
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@ur. 2. Feature extraction nmoaxoau npu o0padoTtka Ha TecToBu Al 1 ML obekTu

I/IHCTPYMCHTI/I 34 UHTCJIUMICHTCH aHA/IU3 HA CbCTOAHUECTO M NMapaMeTpu3alnuaTa Ha
MpeHOoCHAaTa cpeaa B KOMYHUKAIIUOHHUTE CUCTEMHA

EdexTuBHOCTTa Ha 00CTYkBaHe HA MAKETHU JAHHU B MH(POPMALIMOHHO-KOMYHUKAIIMOHHU-
T€ CHCTEMHU € KOMIUIEKCEH IpOIeC, OCHOBaBalll ce Ha peauua (pakTopu U mHapaMeTpu Ha
IPEHOCHATa cpesia U U3IO0JI3BaHNTe KOMYHUKAIIMOHHU KaHAU 3a Bpb3Ka. [Ipo0ieMbT e ocobeHo
aKTyaJleH 110 OTHOILIEHHE Ha pa3InyHu cdhepu B KOMyHUKanuure, najgenu Ha dur. 3 (Waller, J.,
2014), (Ferreira, G., Ravazzi, C., Dabbene, F., Calafiore, G., & Fiore, M., 2023). KommuiekcHUAT
MOHUTOPHHT Ha MpPEXKOBHS TpauK € eaHa OT OCHOBHHUTE JICHHOCTH, pErjJaMeHTHUPaHU B
HOJUTHUKUTE 32 JIOCTHI 10 MHPOPMALIMOHHU KibcTepu nocperactsoM WEB npoctpancTBOTO Ha
YaCTHU U KOPHOpAaTUBHU KiueHTHu. [To nedunumms ce onpenenst KaTo MHOTOCTPAaHEH MpoOIleC 3a
e(eKTUBHO YIIpaBJIE€HHE Ha TpapHUHUS IOTOK, U3BBPIIBAH OT CTPaHa Ha:

¢+ omepaTopuTe ,,IOCTaBUMIK Ha MIHTEepHET ycmyra®;
)/

¢ MpEKOBUTE aJIMUHUCTPATOPH B YUPEHKICHUS;
+* KOMITAHUH ,,KIIMEHTH";

¢ pa3IMYHUTE PEryJaTOpHH OpraHu B cdepara Ha MHOOPMALMOHHOTO OOCITYKBaHE
(Kaur, P., 2019), (Zhou, Y., Zhang, D., Gao, K., Sun, Ch., Cao,J., Wang, Y.,

Xu, M., & Wu, J., 2021).
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Cpepu ¢ KomyHuKayuume, 008LP3aHU C NPOHIEMA
34 06CaYIHCEANE NPU NPedasane HA NAKeMU

Mobile Edge Networks S

@ur. 3. OcHoBHY chepy B KOMYHUKAIMUTE, OOBBP3aHH ¢ ITpodiIieMa 3a 00CIyKBaHe TIPU
npeaaBaHe Ha MaKeTH

OCHOBHHTE HAMPABJICHNS B HAYYHHTE H3CJICIBAHUS 110 OTHOIIICHUE HA aHAIM3 Ha MPEKOBHS
Tpaduk 0OXBalla pa3IU4HU MPOLETYPH, KOUTO MOraT Jla ce Tpynupar no HaunHute Ha Owr. 4
(Siracusano, G., Galea, S., Sanvito, D., Malekzadeh, M., Antichi, G., Costa, P., Haddadi, H., &
Bifulco, R., 2022), (Lohrasbinasab, I., Shahraki, A., Taherkordi, A., & Jurcut, A., 2021),
(Zhan, S., Yu,L., Wang,Z., Du, Y., Yu, Y. Cao,Q. Dang S., & Khan,Z., 2021),
(Awaforiaju, T., Lasisi, H., Olawuyi, A., & Olatunde, O., 2023), (Dodan, M., Vien, Q., &
Nguyen, T., 2022), (Ferreira, G., Ravazzi, C., Dabbene, F., Calafiore, G., & Fiore, M., 2023).
Oco0eHO CHINECTBEH acIeKT € aHaJIu3bT M NapaMeTpHyHaTa OleHKa Ha VHTepHeT Tpaduka,
CBBpP3aHH C OCUTYpsIBaHE HA Ka4eCTBOTO Ha yclyrara Mpy YacTHU U KOPIIOPATUBHU MOTPEOUTEH
10 OTHOIIEHWE Ha pa3nuuHu ¢GyHKOuH, oHarieneHu Ha @Dwur. S5 (Shahraki, A., Abbasi, M.,
Taherkordi, A., & Jercut, A., 2021). B xauecTBOTO Ha OCHOBHM KOMIIJIEKCHU HAIPaBJICHUS CE
OYepTaBar:

K/

+* ,,IOBUILIABAHETO HA MPOU3BOAUTEIHOCTTA;

7/

¢ ,.eEeKTUBHUTE TEXHOJIOTUH 32 JOCTHII, METO/IU 32 3aIUTa‘;

¢ ,,00e3rmeuaBaHe Ha OOCIY)KBAaHETO Ha TroJieMH TpauUHHM TOTOIM M Oy(pepHOTO
HaTpynBaHe Ha uHpopmaronuu MacuBu (Vashishth, T., Sharma, V., Kumar, B.,
& Chaudhary, S., 2023), (Guo, A., & Yuan, Ch., 2021).

[IIupoko W3MOM3BaHM 3a PA3IWYHU CIEHAPUM TPU MOHUTOPUHT W JIMArHOCTHKA ca
KOMOMHHMpaHU TMOAXOAU C BKIIOYBAHE HAa KOHBOJIOLMOHHM M PEKYPEHTHU HEBPOHHU MPEKU
(Lopez-Martin, M., Carro, B., Sanchez-Esguevillas, A., & Lloret,J., 2017), (Salman, O.,
Elhajj, I., Kayssi, A., & Chehab, A., 2020). JIlpyru HHCTpYMEHTH, H3IOI3BAINA H3BJICUCHU
CTaTHUCTUYECKHU TpahUUHU XapaKTEPUCTUKH, Ca:

% Naive Bayes anropurbm;

% MeTox Ha onopHHTE BekTopH (Support Vector Machine);

¢ JMHEHHM W KBaJIpaTHYHH JUCKPUMUHAHTHH Kiacudpukaropu (Revendran, R., &
Menon, R., 2015), (Khater, N., & Overill, R., 2015).

B orpomHara cu 4acT ChIIECTBYBAIIUTE IPOYUBAHUS 3acATaT JETCKTUPAHE U YCTAHOBSIBaHE
Ha THUMNAa aHOMAJIMW W HapylleHUs B IeJlocTTa Ha mnpenaBaHata uHpopmauus (Toupas, P.,
Chamou, D., Giannoutakis, K., Drosou, A., & Tzovaras, D., 2019), (Al-Turaiki, 1., Altwaijry, N.,
Agil, A., Aljodhi, H., Alharbi, S., & Algassem, L., 2020), (Aouedi, O., Piamrat, K., & Parrein, B.,
2022). Pexypentnure HeBpoHHU Mpexku RNN u enHa or ocHOBHUTE UM pasHoBuaHOocTH LSTM
MpPEXKUTE ce MpuiaraT MpU OIEHKa Ha TpapUUYHUTE XApAKTEPUCTUKH TMPU TMOIMPEKOBUTE
eHKojiepu. YecTo M3MOJI3BaH HEBPOHEH arapar ce SBSBAT ChII0 KOHBOJIIONUOHHUTE HEBPOHHU
mpexxr CNN B possita Ha cliocoOM 3a peIoTBpaTsABaHe Ha kubeparaku (Siracusano, G., Galea, S.,
Sanvito, D., Malekzadeh, M., Antichi, G., Costa, P., Haddadi, H., & Bifulco, R., 2022),
(Ciptaningtyas, H., Fatichah, Ch., & Sabila, A., 2016).
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Humenuzenmnu UHCMPYMEHRMU 34 dRATU3
HA CoCHIOARUEM O HA MpedicosUs Illpﬂd)lll\'

e k—means
Fuzzy K-means;
e Auto class;

e DBSCAN;
y-Algorithm.

e Support Vector Machine (SVM) ¢ komounayus ¢ Rough Set
Theory (RST);
e Principal Component Analysis (PCA);
e Neural Networks ¢ PCA;

e Recurrent Neural Networks (RNN);
o Convolutional Neural Networks (CNN);

e Bayesian Neural Networks (BNN);
e  Multilayer Perceptron (MLP);
e Deep Neural Networks (DNN).

T'HMI\" 3a MH0206APUAHMEN ®
PY: 1 H CLUCH .

e Random Forests

e Bayesian classification;
e Radial-Basis Function (RBF) networks;
e  Multilayer Perceptron (MLP);

o (4.5 ancopumom;
Exploratory Factor Analysis (EFA).

e Long Short-Term Memory;

e Recurrent Units;

e Adaptive-Neuro Fuzzy Interface Systems;
e Gaussian Process Regression;

o Convolutional Neural Networks.

®ur. 4. Kateropyu MHTETUIEHTHH MHCTPYMEHTH 3a aHAJIM3 HA ChCTOSIHUETO HA
MpEexKOBUs Tpaduk
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)

Acnexmu npu oculypAaeane Ha Kauecmeo Ha ycuyzama
npu 4acmHuu U KopnopamueHu Kiuenmu

Kiaacudukanusi 4 NporHo3upaHe Ha Mpe:KoBHUs Tpaduk

Tpaduuna MapIIPyTH3 AU H MPEKOBA CHTYPHOCT

Il

KoHTpoJ1 Ha rpeuiKuTe U MPETOBAPBAHETO
Ha UH(OPMAIIMOHHHUTE TPaceTa

QoS (Quality of Service)

— T/
— T/

QoE (Quality of Experience)

@ur. 5. ACIeKTH TP OCUTYPsIBAHE Ha KAYECTBO HA yciayrara Ipu YacTHU U KOPIOPATUBHU
KIIMEHTU

Morat 51a ce mocoJar M MpoIeCUuTe, CBhP3aHu ¢ JJMArHOCTHKA Ha TpaduKa U JETCKTUPAHE
Ha aHOMAaJIMU OT BB3JCHCTBUS Ha 3II0BpEeH COPTyep C MOMOITA Ha MpexH Ha O6a3ata Gradient
Descent 1 Momentum amroputmu (Saber, M., Farissi, I, Chadli, S., & Embharraf, M., 2017).
[TpobnemMbT ¢ ycTaHOBSIBAHE HA HAPYLICHUS B MPEXKOBUS TpaduK € 00EKT Ha ISUIOCTHU CUCTEMHU
B TIPABUTEJICTBCHH, a/IMHHACTPATHBHHA M WHAYCTPHAIHU [IEHTPOBE 10 OTHOIICHUE Ha Mpejiiara-
HuTe OT Tsax obmiectBenu ycuyru (Ilyas, M., & Alhabri, S., 2022). JIpyr acnekTt ce cBbp3Ba ¢
MoI00psIBaHe HA CKAIMPYEMOCTTAa B MHTETPUPAHUTE CUCTEMHH PEIICHUS ¢ MAalTMHHO 0OydueHue
IpU OHJAWH JUarHocTHKa Ha MpexoBus Tpapuk (Antunes, M., Oliveira, L., Seguno, A.,
Verissimo, J., Salgado, R., & Murteira, T., 2022). Yecto CNN CcTpyKTypuTe ca YCIEIIHO
W3MOJI3BaHU BBB BpBh3Ka C M3MEPBaHH CHEIU(PUYHN MapaMeTpy Ha MPEKOBUS TpaduK, TOKa3aHU
Ha @wur. 6 (Freine, G., 2019), (Mihaylov, G., Iliev, T., Stoyanov, 1., & Ivanova, E., 2022).

H3cnedsanu unoexcu Ha mMpexrcosus mpagux
¢ Convolutional Neural Networks

npomyckartejaHa CIIOCOOHOCT

rojeMuHa HA IMMAKETUTE

BpeMeHAa Ha MOCThIIBAHE H 0CBOOOK/IaABaHEe
Ha NOTPeOUTEeJICKHU 3aiBKU

nosrapsiemoct npu IP agpecanus
M KOMYHMKAIIMOHHHUTE MOPTOBE

AU Al al &l U Db

®ur. 6. M3cneaBanu WHASKCH Ha MPEKOBHS TpapUK ¢ MPUIOKEHUE Ha
Convolutional Neural Networks
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RNN HeBpoHHHTE MOAENM Morar Aa ObJIaT MOJe3HH BbB Bpb3Ka C KiIacupuKalusg Ha

KPUNTHPaH TpapuK dpes:

¢ FTP (File Transfer Protocol);

s HTTP (Hyper-Text Transfer Protocol);

% VolIP (Voice Over Internet Protocol);

% XMPP (Extensible Messaging and Presence Protocol);
U JpYrd KOMYHUKAIIMOHHU MPOTOKONM M CTaHAAPTH TpU OEIKUYHUTE CEH30PHU MPEKH
(Aitken, W., & Brown, D., 2022). CpuetaBanero Ha CNNs u Long Short-Term Memory (LSTM)
npu onepupane ¢ VPN mardopmu 1aBa Bb3MOKHOCT 32 e(heKTHBHA UICHTU(UKAIUS HA KPUITH-
paHo Tpadu4HO ChABPIKAHME, BKJIIOYBAIIO TJACOBH JAHHM, M300paKEeHUS U JIpyru (GopMaTu
(Hu, X., Gu, Ch., & Wei, F., 2021). Onucanusat B (Umair, M., Igbal, Z., Bilal, M., Nebhen, J.,
Almohamed, T., & Mehmood, R., 2022) noaxon, kom6unupami Deep Neural Networks (DNN) ¢
k-Nearest Neighbors (k-NN) u Support Vector Machine (SVM), pemaBa pa3inyHu 3a1adw,
CBBbP3aHU C MOHUTOPHHT Ha CUTYPHOCTTA U OTKPUBaHE Ha MPOHUKBAHUS [10 OTHOIIICHUE Ha MPEKU
u MpexxoBu cermeHTH oT loT ycrpoiictBa. HeBpoHHHUTE CTpYyKTypH Ha OCHOBaTa Ha ,,AbJIOOKO
oOydeHue", BKIIOYBAIIIN:

% Multi-Layer Perceptrons,
«* CNNs,
% RNNS,
% Generative Adversarial Networks (GAN),

ca IIMPOKO M3IMOJI3BAHU NpPU KiIacu(UKalus Ha KPUNTHPAHO ChIbpPXKAHWE MO OTHOIIECHHE Ha
u3BectHU Google Applications (Rezaei, Sh., & Iu, X., 2019). Bayesian Neural Networks ce sBsiBat
HEBPOHEH arapart, YAOBJIETBOPSBAI M3UCKBAHUATA Ha MPEXKOBUTE ONEpPaTopu BHB Bpb3Ka C
uAeHTU(UKAIMATa HA aHOMAJIUU [IpU IpeaaBaHe Ha Tpaduynu naketu (Michael, P., Valla, E., &
Neggatu, N., 2017).

3AK/IIOYEHUE

EdexTtuBHOCTTa Ha NpWIAraHUTE AaHAJIUTHUYHU CHOCOOM TMpHU PA3JIUYHHU MPOLEAYypU IO
JMarHOCTHKA Ha IIPEHOCHATA Cpefia € OT ChIIECTBEHO 3HAYCHUE 3a MOAIIOMAaraHe Ha JIEMHOCTUTE
Ha MpEXOBHUTE pa3pabOTYUIM B €Tal ,IUIAaHUpaHe“ W aJIMUHUCTPATOpUTE BBB (a3ute
»MOHUTOPDHUHI, TOMIPBHKKa U  ekcruoaramua™“. OOcieqBaHeTO Ha  CErMEHTUTE Ha
KOMYHUKAIIMOHHUTE WH(PACTPYKTYpU YECTO M3UCKA MOAXOAM Ha OCHOBATa Ha CHBKYITHOCT OT
MHCTPYMEHTH 3a KIbCTEPEH aHajIu3, WACHTHU(PUKALUSI U KiIacu(pUKalMsg Ha MPOLECH U 0OEKTH,
KAaKTO Y IMPOTHO3UPAHE HA U3MEPUMH MHJIEKCH Ha MPOU3BOJAUTEIHOCT KaTo:

¢ ,,TEKYIIIO BpeMe Ha TOCThIIBaHe";
% ,,HaTOBapBaHE HAa PaOOTHUTE CTAHIMH;
%, JIPOITyCKaTeJIHA CIIOCOOHOCT U T.H.
JHocTtoBepHoctTa Ha pe3ynTaru npu Analytics, Artificial Intelligence, Machine Learning u
Deep Learning amapatu ce moTBbpkaaBa upe3 BepuuKaius Ha KOMIIEKC OT TOCTUTHATH OJIU3KU
WM CXOJIHU KOJIMUECTBEHU KPUTEPUH 3a OLIEHKA MPH:

% Kubcrepen ananus: Silhouette score, Calinski-Harabasz index;
¢ Kunacudukanus: Accuracy, Precision, Recall, F1-score;
% Perpecusi: Mean Squared Error, Root Mean Squared Error, R-Squared.

REFERENCES

Aitken, W., & Brown, D. (2022). Application Traffic Classification Using Neural Networks.
Canada: Defence Research and Development Canada.

Alafi, B. (2019). Artificial Intelligence and Deep Learning Methodologies. The Journal of
Cognitive Systems, 4(2), pp. 57-61.

-81-



PROCEEDINGS OF UNIVERSITY OF RUSE - 2025, volume 64, book 3.2.

Al-Turaiki, I., Altwaijry, N., Agil, A., Aljodhi, H., Alharbi, S., & Alqgassem, L. (2020).
Anomaly-Based Network Intrusion Detection Using Bidirectional Long Short-Term Memory and
Convolutional Neural Network. ISeSure, 12(3), pp. 37-44.

Antunes, M., Oliveira, L., Seguno, A., Verissimo, J., Salgado, R., & Murteira, T. (2022).
Benchmarking Deep Learning Methods for Behaviour-Based Network Intrusion Detection.
Informatics, 9(29), pp. 1-18.

Aouedi, O., Piamrat, K., & Parrein, B. (2022). Intelligent Traffic Management in Next-
Generation Networks. HAL Open Science Feature Internet, 14(44), pp. 1-35.

Awaforiaju, T., Lasisi, H., Olawuyi, A., & Olatunde, O. (2023). Artificial Neural Networks
of Key Performance Indicators for Mobile Telecommunications. Journal of Science and
Technologies, 15(2), pp. 43-53.

Blanck, S. (2021). Artificial Intelligence / Machine Learning Explained. Stanford: Gordian
Knot for National Security Innovation.

Ciptaningtyas, H., Fatichah, Ch., & Sabila, A. (2016). Network Traffic Anomaly Prediction
Using Artificial Neural Network. Engineering International Conference, 5-6 October 2016,
Semarang.

Dodan, M., Vien, Q., & Nguyen, T. (2022). Internet Traffic Prediction Using Recurrent
Neural Networks. International Journal Endorsed Transactions on Industrial Networks and
Intelligent Systems, 9(4), pp. 1-14.

Faouzi, J., & Colliot, O. (2022). Classic Machine Learning Algorithms. Paris: HAL Open
Access.

Ferreira, G., Ravazzi, C., Dabbene, F., Calafiore, G., & Fiore, M. (2023). Forecasting
Network Traffic: A Survey and Tutorial with Open-Source Comparative Evaluation. International
Journal IEEE Access, 99(1), pp. 1-28.

Freine, G. (2019). Deep Learning for the Analysis of Network Traffic Measurements.
Montevideo: Universidad de la Republica.

Guo, A., & Yuan, Ch. (2021). Network Intelligent Control and Traffic Optimization Based
on SDN and Artificial Intelligence. Electronics, 10(6), pp. 1-20.

Hu, X., Gu, Ch., & Wei, F. (2021). 4 Network Combining CNN and LSTM for Internet
Encrypted Traffic Classification. Hindawi, Security and Communication Networks, 2021, pp. 1-
15.

Ilyas, M., & Alhabri, S. (2022). Machine Learning Approaches to Network Intrusion
Detection for Contemporary Internet Traffic. Computing, 104(1), pp. 1-16.

Kaur, P. (2019). A Methodical Review on Network Traffic Monitoring and Analysis Tools.
Journal of Composition Theory, 12(9), pp. 1964-1968.

Khater, N., & Overill, R. (2015). Network Traffic Classification Techniques and Challenges.
10" International Conference on Digital Information Management, 21-23 October 2015, Jeju.

Korchi, A., Massaoudi, F., & Oughdir, L. (2019). Machine Learning and Deep Learning
Revolutionize Artificial Intelligence. International Journal of Scientific & Engineering Research,
10(9), pp. 1536-1539.

Lohrasbinasab, 1., Shahraki, A., Taherkordi, A., & Jurcut, A. (2021). From Statistical to
Machine Leaning-Based Network Traffic Prediction. International Journal Transactions on
Emerging Telecommunications Technologies, 33(4), pp. 1-29.

Lopez-Martin, M., Carro, B., Sanchez-Esguevillas, A., & Lloret, J. (2017). Network Traffic
Classifier with Convolutional and Recurrent Neural Networks for Internet of Things. IEEE Access,
5, pp- 18042-18050.

Michael, P., Valla, E., & Neggatu, N. (2017). Network Traffic Classification via Neural
Networks. Cambridge: University of Cambridge.

-82-



PROCEEDINGS OF UNIVERSITY OF RUSE - 2025, volume 64, book 3.2.

Mihaylov, G., Iliev, T., Stoyanov, 1., & Ivanova, E. (2022). An Approach for Point-to-Point
Link within Mobile Network Coverage. International Scientific Conference on Communications,
Information, Electronic and Energy Systems, 25-27 November 2022, Ruse.

Nurunnabi, A., Teferle, F., Laefer, D., Lindenbergh, R., & Hunegnaw, A. (2022). 4 Two-
Step Feature Extraction Algorithm: Application to Deep Learning for Point Cloud Classification.

International Archives of the Photogrammetry, Remote Sensing and Spatial Information Sciences,
XLVI-2/W1-2022, pp. 401-408.

Revendran, R., & Menon, R. (2015). An Efficient Method for Internet Traffic Classification
and Identification Using Statistical Features. International Journal of Engineering Research &
Technology, 4(7), pp. 297-303.

Rezaei, Sh., & Iu, X. (2019). Deep Learning for Encrypted Traffic Classification: An
Overview. IEEE Communications Magazine, 57, pp. 76-81.

Saber, M., Farissi, [., Chadli, S., & Embharraf, M. (2017). Performance Analysis of an
Intrusion Detection Systems Based on Artificial Neural Network. Advances in Intelligent Systems
and Computing, 5(52), pp. 511-521.

Sahu, S., Mokhade, A., & Bokde, G. (2023). An Overview of Machine Learning, Deep
Learning, and Reinforcement Learning-Based Techniques in Quantitative Finance: Recent
Progress and Challenges. Applied Sciences, 13, pp. 1-27.

Salman, O., Elhajj, L., Kayssi, A., & Chehab, A. (2020). Data Representation for CNN
Based Internet Traffic Classification: A Comparative Study. Multimedia Tools and Applications,
80, pp. 16951-16977.

Sarker, 1. (2021). Machine Learning: Algorithms, Real-World Applications and Research
Directions. SN COMPUT. SCI., 2(160), pp. 1-10.

Shahraki, A., Abbasi, M., Taherkordi, A., & Jercut, A. (2021). Active Learning for Network
Traffic Classification: A Technical Study. IEEE Transactions on Cognitive Communications and
Networking, 8(1), pp. 422-439.

Siracusano, G., Galea, S., Sanvito, D., Malekzadeh, M., Antichi, G., Costa, P., Haddadi, H.,
& Bifulco, R. (2022). Re-Architecting Traffic Analysis with Neural Network Interface Cards. 19™
USENIX Symposium on Networked Systems Design and Implementation, 4-6 April 2022,
Washington.

Suhaidi, M., Kadir, R., & Tiun, S. (2021). A Review of Feature Extraction Methods on
Machine Learning. Journal of Information System and Technology Management, 6(22), pp. 51-
59.

Sweietlicka, I., Kuniszyk-Jozkowiak, W., & Swietlicki, M. (2022). Artificial Neural
Networks Combined with the Principal Component Analysis for Non-Fluent Speech Recognition.
MDPI Sensors, 22(1), pp. 1-16.

Tiwari, T. (2018). How Artificial Intelligence, Machine Learning and Deep Learning are
Radically Different. International Journals of Advanced Research in Computer Science and
Software Engineering, 8(2), pp. 1-9.

Toupas, P., Chamou, D., Giannoutakis, K., Drosou, A., & Tzovaras, D. (2019). An Intrusion
Detection System for Multi-Class Classification Based on Deep Neural Networks. 18th IEEE

International Conference on Machine Learning and Applications, 16th-19th December 2019,
Florida.

Umair, M., Igbal, Z., Bilal, M., Nebhen, J., Almohamed, T., & Mehmood, R. (2022). An
Efficient Internet Traffic Classification System Using Deep Learning for IoT. Computers,
Materials & Continua, 71, pp. 407-422.

Vashishth, T., Sharma, V., Kumar, B., & Chaudhary, S. (2023). Artificial Intelligence-
Enabled Traffic Optimization: A Comprehensive Survey. Journal of Industrial Engineering, 52(5),
pp. 26-34.

-83 -



PROCEEDINGS OF UNIVERSITY OF RUSE - 2025, volume 64, book 3.2.

Waller, J. (2014). Performance Benchmarking of Application Monitoring Frameworks.
Kiel: Computer Science Series.

Yang, X., Song, Z., King, L., & Xu, Z. (2022). 4 Survey on Deep Semi-Supervised Learning.
IEEE Transactions on Knowledge and Data Engineering, 35(9), pp. 8934-8954.

Zhan, S., Yu, L., Wang, Z., Du, Y., Yu, Y., Cao, Q., Dang, S., & Khan, Z. (2021). Cel!
Traffic Prediction Based on Convolutional Neural Network for Software-Defined Ultra-Dense
Visible Light Communication Networks. International Journal of Security and Communication

Networks, 1, pp. 1-10.
Zhou, Y., Zhang, D., Gao, K., Sun, Ch., Cao, J., Wang, Y., Xu, M., & Wu, J. (2021). Intent-
Driven Network Traffic Monitoring. IEEE/ACM Transactions on Networking, 30(2), pp. 939-952.

-84 -



